NudpopmanuoHHasi NaMATKA IS 00y4alOMIUXCS AJIA Pa3MelleHusl Ha
opuuuansHbix UHTEpHET-peEcypcax

C Ka>XIbIM I'OJJOM MOJIOACKHU B MHTCPHETC CTAHOBUTCA 6OJ'II>IH€, a IIIKOJIbHUKHA
OJHHN H3 CaMbIX aKTHBHBIX MOJIb30BaTENCH PYHCTa. MC}KI[y TCM, IIOMHMO
OTPOMHOI'0 KOJHMYCCTBA BOSMO)KHOCTeﬁ, HHTCPHCT HCCET H HpO6J’ICMBI. OTta
IHaMsTKa JOJIXKHA IIOMOYb TeOe Oe301acHo HaXOINUTLCA B CCTH.

Komnviomepnvie supycoi

KoMIbroTepHBIE BUPYC — 3TO PAa3HOBUAHOCTh KOMIBIOTEPHBIX MPOrPaMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPO SIBISIETCSI CHOCOOHOCTH K Pa3MHOXKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUThH WM MOJHOCTHIO YHUYTOXHUTh
Bce (haiiyIbl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTOo Obliia
3allyllleHa 3apak€HHas MPOrpaMMa, a TAKKe MOBPEIUTh WIN JaKe YHHUTOKUTh
OIEpaIIOHHYIO CUCTEMY CcO BceMM (ailzamu B 1esIoM. B OOJIbIIMHCTBE CilydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MeTonb! 3aUThI OT BPEIOHOCHBIX IIPOIPAMM:

1. HUcnonb3yll cCOBpeMEHHBIE ONEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEePbEIHBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IPOTPaMM;

2. IlocrossHHo ycraHaBnuBail mautd (UGpPOBBIE 3aIUTATKH, KOTOpPHIE
aBTOMATUYECKM YCTAHABIMBAIOTCA C IEJIbI0 JOPAaOTKM IMPOTpaMMbl) U ApPyrHe
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opummanbHoro caira paszpadborunka OC. Ecaum cCyliecTByeT  pekuMm
aBTOMATUYECKOTr0 OOHOBJIEHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBoeM KOMNBIOTEpPE IIOA TMpaBaMU TOJb30BATENsA, a He
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpPaMM
WHCTAJUIAPOBATHCS HA TBOEM NEPCOHATIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil  aHTUBUPYCHBIE  TNPOTpaMMHbBIE  MPOAYKTHl  HU3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKHM OOHOBIICHHEM 0as3;

5. Orpanunub (HU3HUECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHHUX JIULL;

6. Hcnonb3yil BHENTHUE HOCUTENU WH(OpMAIK, Takue Kak (Iienika, TUCK Win
(aiin U3 HHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBail KOMIbIOTEpHBbIE (DAWIIbl, TOJYYEHHbIE W3 HEHAIEXKHBIX
UCTOYHUKOB. Jlaxke Te (ailnbl, KOTOpbIEe NpUciail TBOM 3HAKOMBIH. Jlyumie yrounu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cemu WI-FI
CoBeThl 110 0€30IaCHOCTH paboTe B 00IIEIOCTYIMHBIX ceTsX Wi-fi:

1. He nepenaBaii cBor Ju4Hy0 HH(pOpMaIUio yepe3 obiieaocTymnHbie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeTbHO HE BBOJAWTH MAPOJHU JIOCTYIIA, JIOTHHBI U KaKue-
TO HOMEpa,;

2. Hcnonp3yil u OOHOBIISII aHTUBHPYCHBIE MpOrpamMMbl U OpaHaMmay’p. Tewm
caMbIM Thl 00€30MacHIllb Ce0s1 OT 3aKaYKH BUpPyca Ha TBOE YCTPOUCTBO;
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3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun Qynkuuio «O06muit noctyn k ¢aiinam
u npuHTtepam». JlaHHas GyHKIMS 3aKpbITa MO0 YMOJYaHUIO, OJHAKO HEKOTOPHIE
M0JIH30BaTENIM AKTUBUPYIOT €€ I Y100CTBA UCIIOIB30BaHNUs B paboTe Uiu yueoe;

4, He wucnonp3yit nyOmuunbii WI-FI g1 mepegaum JUYHBIX  JTaHHBIX,
Hanpumep, IS BbIXOA B COLIMATIBLHBIC CETH WUJIN B DJICKTPOHHYIO MTOYTY;

5. HUcnonp3yit Tonbko 3amntuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOmmpHOM Tenedone otkmoun ¢yHkmuoo «[logkmouenne xk Wi-Fi
apTomMaThueckn». He pomyckail aBTOMAaTH4YECKOrO MOAKIIOYEHHUS] YCTPOMCTBA K
cersMm Wi-Fi 6e3 TBoero coracus.

CoyuanvHvie cemu
OCHOBHBIEC COBETHI IT0 0€301IaCHOCTH B COITUAIBHBIX CETAX:

1. OrpaHudb CIIUCOK Apy3eil. Y TeOs B APY3bsAX HE JOJDKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3ammumiai cBOI YacTHYIO KM3Hb. He ykaswiBail maposu, TenedoHsl, aapeca,
JaTy TBOETO POXKICHUS M JPYryl JUYHYH0 HHOOpManuio. 3I0yMBIILICHHUKA
MOT'YT HCIOJIb30BaTh Jake HWH(POPMAIMI0O O TOM, KaK Thl U TBOHM POJUTEIN
IJIAHUPYETE MPOBECTH KAaHUKYJIbI,

3. 3ammumnai CBOI penmyTaluio - AEpKH €€ B UMCTOTe U 3ajiaBail cebe BOImpoc:
XOTea OBl Thl, YTOOBI APYrMe IOJIL30BATEIU BHJEIU, YTO Thl 3arpyxaeuib?
[Togymaii, mpexie 4eM 4To-TO OMyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;

4. Ecnau Tl TOBOpHUIIbL C JIFOJbMH, KOTOPBIX HE 3HAElllb, HE HCIONb3YHl CBOE
peasbHOe UMS U APYTYIO JUYHYI0 UH(OpPMALUK: UMsI, MECTO >KUTEJIbCTBA, MECTO
y4eObl U IpoUee;

5. WM36erait paszmemenust pororpaduii B HTepHETE, T/I€ Thl M300paKEH Ha
MECTHOCTH, [0 KOTOPOW MOKHO OMPEACIUTH TBOE MECTOIOJOKEHHUE;

6. Ilpu perucrpaiu B COIMAIBLHON CETH HEOOXOAMMO HCITOIh30BaTh CIOKHBIC
MapOJIH, COCTOSIINE U3 OYKB U ITU(P U ¢ KOJIMIESCTBOM 3HAKOB HE MEHEE §;

7. Jns coumanbHOM CETH, MOYTHI U APYTHX CAaWTOB HEOOXOAMMO HCIIOJIB30BaTh
pasHble Tapond. Torma eciu TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH I10JydYar
JIOCTYII TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DnexmponHvle OeHbeU

DNEeKTPOHHBIE JEHBI'M — 3TO OYEHb YJOOHBIA CHOCOO IMIIaTexeH, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOIYyYUTh 3TU JCHBTH.

DNEeKTPOHHBIE ACHBIY TMOSBUINCH COBCEM HEIaBHO M UMEHHO M3-3a ITOTO BO
MHOTHX TOCYapCTBax JI0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe orr pyHKIMOHUPYIOT M O HUX YK€ MPOIMCAHO B 3aKOHE, T/I€ UX
pa3aensioT Ha HECKOJIBKO BHJIOB — aHOHUMHBIE U HE aHOHWMHBIE. PasHuiia B ToM,
YTO AHOHHMMHBIE - 3TO T€, B KOTOPBIX paspelraercs MPOBOAUTH oOrepanuu 0e3
UACHTU(UKAIIY TTOIH30BATENs, & B HEAHOHUMHBIX HICHTU(UKALIUN [T0JIb30BATENS
SBIISIETCS. 00SA3aTEIHHOM.
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Taxxe craemyer pa3nuyaTh JJCKTPOHHbIE (HUATHBIE JEHBIM (PaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) U AJIEKTPOHHbIE He(dUaTHbIE ACHBI'M (HE paBHbI
roCyAapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 110 O6€30MacHO paboTe ¢ AMEKTPOHHBIMHU JICHbBIraMU:

1. TlpuBsiku K cyeTy MOOWIbHBINA TeaedoH. DTO caMmblil yIOOHBIM U OBICTPBIN
crioco® BOCCTaHOBHTH JOCTYN K cdery. lIpuBsizaHHBIA TeneoH MOMOMKET, €clu
3a0yJenip CBOM IUIATEXXHBIM Maposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcmomp3yit omHOpa3oBeie maponu. llocme mepexoga Ha yCHICHHYIO
aBTOpHU3allMi0 TeOe y)ke He OyIeT yrpokaTh ONMacHOCTh KpaXXH WJIM TepexBaTa
IUTATEKHOTO MapOJIs;

3. BeiOepu cnoxubii maponb. [Ipectymaukam OyneT He MPOCTO yraaaTh
CIIOKHBIN Tapoyib. HamexHble Mmapoam — 3TO MapoJid, KOTOpbIE CONIEp)KaT He
MEHee 8 3HAKOB M BKIIIOUAIOT B Cce0s CTPOYHBIC M MPOMHUCHBIC OYKBBI, ITUGPHI U
HECKOJIbKO CMBOJIOB, TaKME KaK 3HaK JI0Juiapa, (pyHTa, BOCKIMIIATENIbHBIN 3HAK U
T.11. Harmpumep, $tROng!;;

4. He BBOJIM CBOM JIMUHBIC TaHHBIC HA caiiTaX, KOTOPHIM HE JOBEPSCIIIb.

INneKkmpoHHas nouma

DJIEKTPOHHAS MOYTAa — 3TO TEXHOJIOTHS U MPENOCTABIAEMBIE €0 YCIYTH IO
MEPEChUIKE U MOJYYCHUIO 3JIEKTPOHHBIX COOOIEHUN, KOTOPhIE paCHpPEICIISIIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM MOYTOBBIA SIIIUK  BBITJSIUT
CJICAYIOIIMM 00pa30oM: UMl MOJIb30BaTENA(@WUM_JIoMeHa. Takke KpoMe repeaadu
MPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTh NIepeiaBaTh (hauJibl.

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIECKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh TpaBWIBHBIA TOYTOBBIM CcepBUC. B wuHTEpHETE ecTh
OTPOMHBIN BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUllle TIOBEPSTH TEM,
KOTI'0 3HACIlb U KTO MEPBBIN B PEUTUHTE;

2. He ykaspiBaii B JIMYHON mouTe JUyHyr0 uMHbopmaruio. Hanpumep, nydiie
BBIOpATh «MY3bIKaJIbHBIN (hanat@» umu «pok2013» BmecTo «Temal3»;

3. Hcnonp3yit NByX3TalHYyI0 aBTOPU3ALMI0. DTO KOIJ1a MOMUMO MapoJs HYKHO
BBOAUTH KOJ, MPUChUIaEMbIA 0 SMS;

4. BpiOepu cioxHBIM napoab. sl Kaka0ro mo4ToBOro SIIHUKa JOJKEH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY ITapOJIb;

5. Eciu ecTb BO3MOXHOCTh HamucaTb CaMOMY CBOM JIMYHBIA BOIPOC,
HCTIOJIB3YH 3TY BO3MOXHOCTb;

6. Hcrnonb3yil HECKOJbKO TOYTOBBIX SIIMKOB. IlepBwld ajie  YacTHOU
NEPENUCKU C aJpecaTaMy, KOTOPbIM Thl JOBEPSACIIb. DTO 3JIEKTPOHHBINA aIpeC HE
HAJI0 UCTIOIBH30BaTh MPU PETUCTPAINK HA (POpyMax U calTax;

7. He otkpwiBaii (aiiibl ¥ ApyrHe BIOXKEHUS B MUCHhMax, JMaXe €CIH OHH
MPUIILTA OT TBOWX JApy3el. Jlydile yTouHu y HUX, OTIPABISUIIM JIM OHH TeOE ITH
(bhaisl;
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8. ITlocme oxoH4aHwWs pabOTHl Ha TOYTOBOM CEPBUCE TIEPEa 3aKPBITHUEM
BKJIQJIKU C CAUTOM HE 3a0y/1b HakKaTh Ha « BBIATIY.

Kubepoynnune unu eupmyanvroe uzoesamenbcmeo

KubepOymauHr  —  mpecieioBaHUE  COOOILEHUSIMHU,  COJEPKALIUMU
OCKOpOJIeHMs, arpeccuio, 3aIyTUBAHUE; XYJIUTaHCTBO; coLMaIbHOE
OOMKOTHUPOBAHUE C MOMOLIBIO PA3IUYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00pbOE C KHOSPOYIITUHTOM:

1. He Opocaiicsa B 6oi. Jlyummuii cmoco6: mMOCOBETOBAThCSA Kak ceOsl BECTH W,
€clii HeT TOro, K KOMy MOKHO OOpaTHTBCS, TO BHadalle YCIOKOUThbCA. Ecimu Thbl
HAYHEIIb OTBEYaTh OCKOPOJCHUSIMH Ha OCKOPOJIEHUS, TO TOJBKO elie OoJblie
pa30kKeIIb KOH(PIUKT;

2. Ymupasnusii cBoel kubeppenyTaiue;

3. AHOHUMHOCTb B ceTU MHHUMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4. He crouT BeCTM XyJHMraHCKHH o0pa3 BUPTyalbHOW >ku3HU. HHTepHeT
¢ukcupyeT Bce TBOM JEUCTBUS M COXpaHAET MX. YAaIuTh UX OyleT KpaiiHe
3aTpyIHUTEIIBHO;

5. CoOmronail cBOM BUPTyaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuHuuHbli HeratuB. OAHOpa30BbIE  OCKOPOUTENBHBIE
COOOIIEHHsT Jydyllle HUrHOpupoBaTh. OOBIYHO arpeccusi MpeKpamiaeTcss Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOILIEHHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKHMPOBKM OTHPABKUA COOOILIEHHH C
OIPEJEIEHHBIX aIPECOB;

8. Ecmm 1B cBUAeTens kubepOymiuHra. TBOM NEHCTBUS: BBICTYNHUTH MPOTHB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHWBAIOTCS HETaTUBHO,
HOJUIepKaTh KEPTBY, KOTOPOW HYyXKHa IICHUXOJIOTMYECKas IOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MobunvHoiti meneghom

CoBpeMeHHbIe cMapT(HOHBI U TJIAHIIETHI COJEPKAT B ceOe BIOJHE B3POCIIbII
GyHKIMOHAT, W TEMepb OHU MOTYT KOHKYpPHpPOBaTh CO CTAaIl[MOHAPHBIMU
KoMmmbioTepamu. OIHAKO, CPEJCTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Majo. TectmpoBaHWEe H TIOMCK VYSA3BUMOCTEH B HHX TPOUCXOIUT HE Tak
WHTEHCUBHO, Kak 1is [1K, To ke camoe kacaeTcsi U MOOUIIBHBIX MPUITOKEHUH.

CoBpeMeHHbIE  MOOWJIbHBbIE  Opay3epbl YK€ MPAKTUYECKH  JOTHAIU
HACTOJbHBIE aAHAJIOTH, OJIHAKO pacliupeHue (yHKIMOHATA BIEYeT 3a CcoOoM
OOJIBIIIYIO CJIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTD.

Jlanexko He Bce TPOU3BOAMTENN BBITYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIINC
KPUTUYECKUE YSI3BUMOCTH JIJISi CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JIJIsI 0€30MAaCHOCTH MOOMIBLHOTO TenedoHa:

1. Hwudero He sBIsETCS MO-HACTOSAIIEMY O€CIUIaTHBIM. byabh OCTOpOXKEH, BEIb

Korjia Tebe mpeaiararoT OeCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCITYTH;
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2. Jywmaii, nmpexzae yem otnpaButh SMS, ¢hoto mnu Buaeo. Tol TOUHO 3HaeEMIb,
r7ie OHU OyJyT B KOHEUHOM UTOTre?

3. HeoOxoanmo 0OHOBIISATH ONEPAIIMOHHYIO CUCTEMY TBOET0 cMapThOoHa;

4. Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOUJIBHBIX TEIE(POHOB;

5. He 3arpyxaii npuio)KeHHsI OT HEU3BECTHOTO MCTOYHHUKA, BEIb OHH MOTYT
coJiep>KaTh BPEIOHOCHOE MPOTrpaMMHOE 00ECIICUEHUE;

6. Ilocie Toro kaxk Thl BBIMJIEIIb C CalTa, TJI€ BBOJAWJ JIMUHYIO UH(OpPMAIIHUIO,
3aiiIn B HACTPOMKHM Opay3epa u ynanu cookies;

7. Tlepuomnyecku TpoBepsiii Kakue IUIATHBIC YCIYT'H aKTHBUPOBAaHBI Ha TBOEM
HOMeEpE;

8. JlaBaii cBoil HOMEp MOOWJIBHOTO TenedoHa TOJNBKO JIIOASIM, KOTOPBIX ThI
3HaelIb U KOMY JIOBEpsICIIIb;

9. Bluetooth nomkeH OBITH BBIKIIOUEH, KOTJa Thl UM HE Mojb3yembcs. He
3a0bIBail MHOTIa TPOBEPSTH ITO.

Online uepwi

CoBpeMeHHbIE  OHJANWH-UTPBI — 3TO  KPAacOUYHbIE, 3aXBaTHIBAIOIIUE
pasBiieueHus, OOBEIUHSIONINE COTHH THICSY YEJOBEK MO Bcemy mupy. Mrpoku
UCCJIENYIOT JTaHHBIH UM MHp, OOIIAIOTCS JPYT C JPYTOM, BBIMOJHSIOT 3ajaHUs,
CpakaloTCsl ¢ MOHCTPAMH U IIOJYYarOT OIBIT. 3a YAOBOJIBCTBUE OHM IUIATST:
MOKYIAIOT AUCK, OIJIAYMBAIOT AOOHEMEHT WJIU MPUOOPETAIOT KaKHUe-TO OMIIUH.

Bce 31U cpenctBa uayT Ha MOAACPKAHUE U PAa3BUTHE UTPHI, @ TAK)XKE HA caMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPHU3AIMU, BBIMTYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKy JJIsl IPOTPaMM ), 3aKPhIBAIOTCS YS3BUMOCTH CEPBEPOB.

B monoOHBIX Hrpax CTOMT OIAcAaThCsl HE CTOJBKO CBOMX COIEPHUKOB,
CKOJIBKO Kpa)XM TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHUCTEMa AaBTOPHU3ALMH
OOJBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30MIaCHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecmm apyroil urpok BemeT ceOs TUIOXO WM CO37aeT Te0e¢ HENpPHSATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiics agMUHHCTpaTOpaM UIPhl HA IIOXOE MOBEAECHUE 3TOr0 UIPOKa,
YKeJNaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3pIBaii nuuHyr0 HHPOpPMAIIIIO B Tipodaiiie urpsl;

4. VYBaxail Jpyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaili HeopUIMaIbHbIE TATYU U MO/IbI;

6. Vcmomnp3yii CI0KHBIE U Pa3HbIC TAPOIIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOMT OTKJIIOYATh aHTUBUPYC. [loka Tkl Urpaenib,
TBOM KOMITBFOTEP MOTYT 3apa3UTh.

Duune unu Kpasjica 1udHblX OAHHbIX

OObIYHOM Kpakel JeHer W JOKYMEHTOB CEroJHs y>K€ HUKOTO He yIuBHU{Ib,
HO C pAa3BUTHEM HHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKH IIEPEMECTUIIUCH B
UHTEPHET, U MPOJOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JIEJIOM.
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Tax mosiBUIach HOBas Yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIITHHT,
rJIaBHAsg IIelb  KOTOPOro —  TIONyYeHWEe  KOH(HMIESHIMAIBHBIX  JTaHHBIX
M0JIb30BaTeNIe — JIOTUHOB W mapoJiieil. Ha anrnmiickom si3eike phishing unraercs
kak ummHr (0T fishing — prIOHas J10BIIA, password — mapoJib).

OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:

1. Cnenm 3a cBoMM akkayHTOM. Eciau Thl 1mojo3peBaellb, YTO TBOSI aHKETa
Obuta  B3JIIOMaHa, TO HeoOXoauMO  3a0JOKHpOBaTh €€ U COOOLIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEe;

2. HWcnonw3yit GezomacHble BeO-CalThl, B TOM YHUCIIE, HHTEPHET-Mara3uHoB U
MIOMCKOBBIX CHUCTEM;

3. Hcnonw3yil cioXHBIE W pa3Hble mapoiu. Takum oOpa3zom, eciau TeOs
B3JIOMAIOT, TO 3JOYMBIIIJICHHUKH MOJy4aT AOCTYN TOJBKO K OJHOMY TBOEMY
npo(UIIO B CETH, @ HE KO BCEM;

4., Ecnu TeOs B3IOMald, TO HEOOXOAMMO NpPENyNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J0OaBJIEHBI y TeOSA B APY3bsX, O TOM, 4TO TeOs B3IOMAIH U,
BO3MO>KHO, OT TBOETO UMEHH OY/IET pacchliaThCsl ClaM U CChUIKM Ha (PUILMHIOBbIE
CalThI;

5. YcranoBu Hajaexubid napois (PIN) Ha MoOMIBHBIN TenedoH;

6. Ortxiroun coxpaHeHue nmaposs B Opaysepe;

7. He otkpbiBaii (¢aiinbl U Apyrue BIOXKEHHS B NMUCbMax JaXe €cld OHU
NPUIIUTA OT TBOUX Jpy3el. Jlydine yTo4HM y HHMX, OTIPABISUIA JTU OHH TeOe 3Th
(baibl.

Lugposas penymayus

[udpoBass penytaius - 3TO HEraTHUBHAs WM IMMO3UTUBHAs WHOOpManus B
cetu o Tebe. Kommpomerupyromass uHbopmaius pa3MelleHHas B WHTEPHETE
MOKET CEPBhE3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOU xu3HU. «lludposas
penyTanus» - 3T0 TBOH UMUK, KOTOPBINA hopMHUpyeTCcss U3 UHPopMaluu o Tede B
UHTEpHETE.

TBoe MecTO IKUTENbCTBA, Yy4eObl, TBOE (DUHAHCOBOE TMOJIOKEHHUE,
O0COOEHHOCTH XapaKTepa U paccKasbl O OJIM3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoApPOCTKU JIETKOMBICIEHHO OTHOCATCS K MyOJHMKalUuW JIMYHON
uH(popmanuu B MHTEepHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TaaaThcsi 0 ToM, 4yTo doTorpadus, pa3MellleHHas: 5 JIeT Ha3aj, cTaja
NPUYUHON OTKa3a MPUHATH T€OS Ha paldoTy.

Kommenrtapuu, pasmenienue tBoux (ororpaduil U apyrue IeHCTBUS MOTYT
HE MCYE3HYTh Ja)Xe IOCJE€ TOro, Kak Thl MX yJajdullb. bl HE 3HACIIb, KTO
COXpaHWJ ATy HH(OpMalMIO, ToNajga JMU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJach JU OHA, a TJIABHOE: YTO MOAYMAalOT O Tebe OKpyKaroulee J0JIH,
KOTOpbIE HAWAYT U YBUAAT 3T0. HaliTh nH(OpMAaIMio MHOTO JIET CITYCTS CMOYKET
00011 — Kak U3 JOOPHIX TOOYKICHHI, TaK M C HAMEPEHUEM TPUUYUHUTH BPeI. DTO
MOKET OBITh KTO YTOJTHO.


http://gimn-keg.ru/setevichok.htm

OCHOBHBIE COBETHI TIO 3aIIUTE U(PPOBOI peImyTaIUu:
1. Tlomymaii, mpexae 4emM 4To-TO IMyOJIMKOBaTh U MepenaBaTh y ce0s B Ojore
WIH B COIIMAIILHOM CETH;
2. B Hacrpoiikax mpoduiis YCTaHOBH OTpaHHYEHUS Ha TPOCMOTP TBOETO
po(uUIIs ¥ €0 CONEeP)KUMOTO, ClIeTIail €r0 TOIBKO IS IPY3ein»;
3. He pa3memiaii u He yKka3plBali MH(POPMAIHIO, KOTOpas MOXET KOTO-JIH00
OCKOPOJIATH UK OOMKATh.

Asmopckoe npago

CoBpeMeHHbIE  IIKOJIBHUKH—  AKTUBHBIC  IOJB30BATEIN  IH(PPOBOTO
npoctpancTBa. OgHAKO [aleko HE BCE 3HAIOT, YTO MOJb30BAaHHE MHOTUMHU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa Tpedyer  coOmIofeHHWs MmpaB  Ha
MHTEJUICKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH «MHTEIJIEKTyallbHAsT COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHBIM
TBOPEHHSIM 4EJOBEYECKOIO0 yMa, HauyWHas C HOBBIX HM300pETEHHH M 3HAKOB,
0003HaYarOMUX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH , U 3aKaHYMBasi KHUTAMHU,
¢dororpadusmu, KHUHOGUIBMAMU B MY3bIKAJIEHBIMU TIPOU3BEICHUSMH.

ABTOpCKHE TIpaBa — 3TO NpaBa HAa HHTEIUIEKTYaJlbHYI0 COOCTBEHHOCTh Ha
NPOM3BEACHUSI HAYKH, IUTEPATyphl U UCKYyCCTBAa. ABTOPCKHE IPaBa BHICTYMAIOT B
Ka4yecTBE TapaHTUH TOTO, YTO WHTEJUIEKTYaJbHBIA/TBOPUECKUN TPy aBTOpa HE
OyleT HampacHbIM, JacT €My CIpaBeJIMBbie BO3MOXHOCTH 3apaboTaTh Ha
pe3yabTatax CBOETO TpyZa, MOJYYUTh W3BECTHOCTh W mpu3Hanue. Hukro 0Oe3
paspemieHuss aBTopa HE MOXET BOCIPOU3BOAHWTH €ro  NpPOHM3BE/ICHUE,
pacmpocTpaHsiTh, MyOIMYHO JAEMOHCTPHPOBATh, MPOJABaTh, HMIIOPTUPOBATH,
IyCKaTh B MPOKAT, ITyOJUYHO HCIOJHATH, MOKA3bIBATH/UCIIONHITE B dUPE WIH
pa3memath B IHTEpHETE.

Hcrnonb3oBaHne  «IMUPATCKOTO»  MPOTPAMMHOTO  OOECIICUYEHHS]  MOKET
IPUBECTH KO MHOTMM pPHUCKaM: OT NOTEPU JNAHHBIX K TBOMM AaKKayHTaM JO
OJIOKUPOBKHM TBOETO YCTPOWCTBA, T/I€ YCTAHOBJICHHBINM HE JIETaJIbHAS MpOrpamma.
He crout Ttakxke 3a0biBaTh, 4YTO CYIIECTBYET JIETalibHbIe W OECIUIaTHBIE
IIPOrPaMMBbI, KOTOPbIE MOKHO HAUTH B CETH.

O nopmarne http://xn--blafankxgj2c.xn--plai/index.php
CeTeBruOK.p(h — TBOM I'JIaBHBIA COBETYHMK B CETH. 371€Ch Thl
MOKEIIIb Y3HaTh O O€30IIaCHOCTH B CETHU IOHSATHBIM U
JTOCTYTIHBIM SI3bIKOM, & IIPA BOZHUKHOBEHUY KPUTHUYECKOMN
CUTYyaIlMh OOpaTUTHCA 32 COBETOM. A Tak)Ke NMPUHSATh y4aCTHUE B
KOHKYpCax U CTaThb caMbIM IIU(PPOBBIM I'paKJaHUHOM!



http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm
http://сетевичок.рф/index.php

